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Steganography

Steganography - “covered writing”.

For example (sent by a German spy during
World War 1),

e Apparently neutral's protest is thoroughly
discounted and ignored. Isman hard hit.
Blockade issue affects pretext for embargo on

byproducts, ejecting suets and vegetable olls.

° Pershing sails from NY June |I.
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Ancient Steganography

Herodotus (485 — 525 BC) - the first Greek
historian. The Histories - story of the war
between the huge Persian empire and much
smaller Greek city-states.

Histalaeus, wanted to encourage Aristagoras of Miletus to revolt
against the Persian king. In order to securely convey his plan,
Histalaeus shaved the head of his messenger, wrote the message
on his scalp, and then waited for the hair to regrow. The
messenger, apparently carrying nothing contentious, could travel
freely. Arriving at his destination, he shaved his head and pointed

It at the recipient.
10/06/11 3

(!f‘ NEW YORK UNIVERSITY POLYTECHNIC INSTITUTE OF NEW YORK UNIVERSITY Leading invention, innovation i%e
1 and entrepreneurship



Ancient Steganography

Pliny the Elder explained how the milk of the
thithymallus plant dried to transparency when
applied to paper but darkened to brown when
subsequently heated, thus recording one of the
earliest recipes for invisible ink.

Pliny the Elder.
AD 23 - 79
The Ancient Chinese wrote notes on small pieces
of silk that they then wadded into little balls and
coated in wax, to be swallowed by a messenger
and retrieved at the messenger's gastrointestinal

convenience.
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Renaissance Steganography

Johannes
Trithemius
(1404-1472)

1518 Johannes Trithemius wrote the first printed book on
cryptology He invented a steganographic cipher in which
each letter was represented as a word taken from a

succession of columns. The resulting series of words

=~ would be a Iegltlmate prayer.
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Renaissance Steganography

e Glovanni Battista Porta described how to
W8 conceal a message within a hard-boiled
f\ egg by writing on the shell with a special
8l ink made with an ounce of alum and a
B | pint of vinegar. The solution penetrates
_ S=F i the porous shell, leaving no visible trace,
S, S M but the message is stained on the surface

Giovanni Battista Porta Of the hardened egg albumen, so it can
(1535-1615 ) be read when the shell is removed.
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Modern Steganography - The Prisoners’
Problem

Simmons — 1983

Done in the context of USA — USSR nuclear non-
proliferation treaty compliance checking.



Modern (Simplified) Framework

Alice Wendy

Secret
Message

Embedding Stego
Algorithm Message

Suppress
Message

Bob

Message
Retrieval
Algorithm

Secret
Key

Secret
Message
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Secret Key Based Steganography

If system depends on secrecy of
algorithm and there is no key involved —

pure steganography
Not desirable. Kerkhoff's principle.

Secret Key based steganography

Public/Private Key pair based
steganography



Active & Passive Warden Steganography

Wendy can be passive:
Examines all messages between Alice and Bob.
Does not change any message
For Alice and Bob to communicate, Stego-object should be
indistinguishable from cover-object.
Wendy can be active:

Deliberately modifies messages by a little to thwart any hidden
communication.

Steganography against active warden is difficult.

Robust media watermarks provide a potential way for
steganography in presence of active warden.



Steganalysis

Steganalysis refers to the art and science of
discrimination between stego-objects and
cover-objects.

Steganalysis needs to be done without any
knowledge of secret key used for embedding
and maybe even the embedding algorithm.

However, message does not have to be
gleaned. Just its presence detected.



Cover Media

Many options in modern communication system:
Text
Slack space
Alternative Data Streams
TCP/IP headers
Etc.

Perhaps most attractive are multimedia objects -
Images
Audio
Video

We focus on Images as cover media. Though most
iIdeas apply to video and audio as well.
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Steganography, Data Hiding,
Watermarking

Steganography is a special case of data hiding.
Data hiding in general need not be steganography.
Example — Media Bridge.

It IS not the same as watermarking.

Watermarking has a malicious adversary who may
try to remove, invalidate, forge watermark.

In Steganography, main goal Is to escape
detection from Wendy.



Information Theoretic Framework

Cachin defines a Steganographic algorithm to be
€ secure if the relative entropy between the cover object
and the stego object pdf's is at most €

P,

D(Fc||Ps) = /PO log—- < €
Ps

Perfectly secure if € =0

Example of a perfectly secure technigues known but
not practical



Problems with Cachin Definition

Problems:

In practice, leads to assumption that cover and stego
Image is a sequence of independent, identically
distributed random variables

Works well with random bit streams, but real life cover
objects have a rich statistical structure

There are examples for which D(X||Y)=0 but other related
statistics are non-zero and might enable detection by
steganalysis
There are some alternative definitions but they
have their own set of problems.
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Another Way to Look at Security

Chandramouli and Memon (2002)
False Alarm Prob. P, = P( detect message | no message )
Detection Prob. Py, = P( detect message | message )

If Pca= Py then the detector makes purely random
guess

Therefore:
We call a steganographic algorithm — secure (0< <1)
It | Pea- Ppet|
If =0 then the algorithm is perfectly secure w.r.t. the
detector.
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Detector ROC Plane

chance guess

Prob. of detection

)45“

Prob. of false alarm
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Steganographic Capacity

By steganographic capacity we mean the
number of bits that can be embedded given a
level of security.

This Is different from data hiding or
watermarking capacity.

Specific capacity measures can be computed,
given detector, and steganographic algorithm.



Steganography in Practice

10/06/11
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Steganalysis In Practice

Techniques designed for a specific
steganography algorithm
Good detection accuracy for the specific
technique

Useless for a new technique

Universal Steganalysis techniques
Less accurate in detection
Usable on new embedding techniques



A Note on Message Lengths

Steganalysis technigues have been proposed
which estimate the message length

BUT:

An attack is called successful if it could detect the
presence of a message.

So we mostly ignore message length estimating
components.



LSB Embedding

10/06/11
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Steganalysis of LSB Embedding

PoV steganalysis - Westfeld and
Pfitzmann.

Exploits fact that odd and even pairs from
“closed set” under LSB flipping.

Accurately detects when message length is
comparable to size of bit plane.

RS-Steganalysis - Fridrich et. al.

Very effective. Even detects around 2 to 4%
of randomly flipped bits.



LSB steganalysis with Primary Sets

Proposed by Dumitrescu, Wu, Memon

Based on statistics of sets defined on neighboring
pixel pairs.

Some of these sets have equal expected
cardinalities, if the pixel pairs are drawn from a
continuous-tone image.

Random LSB flipping causes transitions between the
sets with given probabilities, and alters the statistical
relations between their cardinalities.

Analysis leads to a quadratic equation to estimate
the embedded message length with high precision



State Transition Diagram for LSB Flipping

S X,V, W, and Z, which are called primary sets
N

m 1k O

k(_mm,,%k)



Transition Probabilities

If the message bits of LSB steganography are
randomly scattered in the image, then

ii) QD:>22.

Let X, Y, V, W and Z denotes sets in original
Image and X’, Y'. W’ and Z' denote the same In
stego image.



Message Length in Terms of Cardinalities of
Primary Sets

Cardinalities of primary sets in stego image can be
computed in terms of the original

{=lv| > Qi_l_ p
Xi=IxIge L2 +y|L

vi=vla 27 +ix oz 2
Assuming

E{|X} = E{|Y} and some algebra, we get:

05 xp?+ x| [P)p+|Y| |X|=0

Where
=™ z1 =w* z|



Simulation Results

Was later further
improved and extended
to groups of more than
two pixels giving more
accurate and reliable
performance.



Second generation technigues

Embedding is done by altering the DCT
coefficient in transform domain

Examples: Jsteqg, F5, Outguess

Many different techniques for altering the
DCT coefficients




F5

First “principled” embedding technique.

F5 uses hash based embedding to minimize changes
made for a given message length

Image is recompressed
Takes n DCT coefficients and hashes them to k bits
(n>K).

The DCTs are altered so that the hash matches the message

Modification to the DCTs are constrained. Only decrement. 1 ->
0 is treated as no-op.

Java code available publicly



Outguess

Embeds messages by changing the LSB of
DCT coefficients on a random walk

Only half of the coefficients are used at first

The remaining coefficients are adjusted so that
the histogram of DCT coefficient would remain
unchanged

Since the Histogram is not altered the
steganalysis technique proposed for F5 will be
useless



Model Based Stego

Perfect

De-compressor

Given a perfect image Feeding the de-compressor
model we could create a with random bit sequences
perfect compressor/de- would result in a natural
compressor. image.

: Perfect :
Receiver
Compressor

10/06/11



Model Based Stego

| Break the DCT coefficients into two parts:
» Perceptually significant:
— Used to model the marginal statistics of quantized DCT coefficients

» Perceptually insignificant (Isb)
— Replaced with the coded message



Model Based Stego

 The DCT histograms are preserved unlike with the F5
embedding technique

*Image obtained from: Model-Based Steganography, International Workshop
on Digital Watermarking, Seoul, Korea, 2003



2nd Generation Steganalysis

Universal - can potentially identify most
steganographic techniques

Essentially two main steps -

|dentify features that are sensitive to
steganographic embedding.

Use machine learning to discriminate between
cover-objects and stegoobjects.

Research focused on identifying more
discriminative feature sets.



What makes a Feature “good”

A good feature should be:

Accurate
Detect stego images with high accuracy and low error

Consistent

The accuracy results should be consistent for a set of large
Images, i.e. features should be independent of image type
or texture

Monotonic

Features should be monotonic in their relationship with
respect to the message size



IQM

Avcibas, Memon use Image Quality Metrics as a
set of features. First such technique.

IQM’s are objective measures

From a set of 26 IQM measures a subset with
most discriminative power was chosen

ANOVA is used to select those metrics that
respond best to image distortions due to
embedding



Farid

Farid et. al. argues that most steganalysis
attacks look at only first order statistics

But new techniques try to keep the first
order statistics intact

So Farid builds a model for natural
Images and then classifies images which
deviate from this model as stego images



Farid

Quadratic mirror filters are used to decompose
the image, after which higher order statistics
are collected

These include mean, variance, kurtosis,
skewness

Another set of features used and error obtained
from an optimal linear predictor of coefficient
magnitudes of each sub band



Farid Results



Fridrich - Calibrated features

Stego image

o) o) o) o)
I

! l 4 pixels l I
F \ calibrated feature /
IF(J)—-F(3,)ll
F vector functional
|| X || L, norm of X



Estimating Cover Histogram

DCT Histogram

Frequency of
occurrence

I

5 4 3 -2 -1 0 1 2 3 4 5
Bl stego image |:|Cover image .Shifted image

| |
Sl

%E;g@js 8 pixels




Features built from 23 functionals

17 first order functionals
1 Global histogram
5 Histograms of individual low frequency DCT coefficients
11 Dual histograms

6 higher order functionals (inter-block dependencies)
1 Variance
2 Blockiness
3 Co-occurrence matrices

Total: 23 functionals



First order functionals

8 - 000O00O

_ _ - 00000

1x Global histogram é;?o 0000

: 01000000

5x !—I!stograms _of 050000000

individual coefficients 0000000O

2 2022 0O 0O0OO0OO0O0OO0O0O0O
0O 0O0OO0OO0OO0O0O0O

63

11x Dual histograms for values -5, -4, -3, -2,
-1,0,1,2,3,4,5

For a fixed coefficient value d, the dual histogram
for d is an 8x8 matrix where each element is the
number of how many times the value d occurs as
the (i, j)-th DCT coefficient over all B blocks.

i

0 2406 8 ..

Zig-zag scanned DCT coeffs

-—

Total: 17 first order features




Second order functionals

[

T~ element-wise operations

vertical variation -1

16>16 image horizontal variation
: : 2x Blockiness, =1,2

E
%
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Second order functionals

C(a,b) ... the number of coefficient pairs (a,b) separated by distance 8

C(-1,1)

C(-1,-1)

16X.6 image
C(0,0)

vy
C(0,0)

C(1,1)

C(1,-1)

3x Co-occurrence

C(-1,1) + C(1,1) + C(-1,-1) + C(1,-1)

Total 23 features: 17 first order features and 6 second order features




Experiments

Classifier
Fisher Linear Discriminant (FLD)
Image database
Greenspun database of 1814 images (average size 7805640, 80% quality JPEGS)
1314 for building the classifier and 500 for testing

Message length
0, 0.05, 0.1, 0.2, 0.4, 0.6, 0.8 bits per non-zero DCT coefficient

Detection performance evaluation
Reliability = 2A -1, where A is area below the ROC curve

=1 perfect detection
=0 random guessing

detection

false positives



Detection reliability

10/06/11

bpc F5 F5_111 0G MBI MB2
005 | 02410 0.6451 0.8789 | 0.2197 | 0.1631
0.1 0.5386 (0.9224 0.9929 | 0.4146 | 0.3097
0.2 0.9557 (0.9958 0.9991 | 0.7035 | 0.5703
04 (0.9998 ().9999 U (0.9375 | 0.8243
0.6 1.0000 1.0000 U ().9834 U
0.8 [.0000 1.0000 U 0.9916 U

U = unachievable



e OutGuess

()

MBS no deblocking MBS with deblocki

J o oz 0z 04 0s 0.3 o7 o0& 09 | J 2 0.2 03 04 ns 0.3 C7 o0& 29 1




Markov Features by Shi

Dnfference Array

. e 8 -~ W

\Le

Ve g g ele

D rray

-

EG

JIT

Dijfference Adrray
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Transition Probability Matrix



Markov Features



Markov Features Results



Merged Features

Calibrated DCT Features and Markov Features are merged to get
better results



3rd Generation Embedding

Hide embedding operation by conducting an
Irreversible operations

Re-compression
Resizing an image
Reducing color depth of an image

Attacker can not estimate the original image to
mount an attack

Preserve higher order statistics



Perturbed Quantization

JPEG —— B — BMP ———  fslens

*Decompress the image into
spatial domain and then take the

€ €
DCT transform /\/\L /\ /w\ j\ /N\
*The DCT coef will be spread | | | | J.\
5 0 5 10 15 20

around the gquantization steps
» Coefficients in  area could be l l

guantized to eithét side | | |
0 10 20

| But which coefficients were used for embedding?
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Perturbed Quantization

Take the LSB of all DCT coefficients

Only k of n coefficients will be in the ar€a and thus changeable
The LSB of these k coefficients are set by solving the system below

e N e N
4 ) .
: o
Random binary K | w
matrix — | &
n-k §

- U ) =0

The decoder, regenerattPi&Ra8bom matrix given a
shared secret and multiplies it by the LSB of all DCT
coefficients



3rd Generation Steganalyzers

Incorporate several steganalyzers together in a
composite steganalyzer

Performance
Scalabllity

Address limited computation power



Practical Considerations

Performance aspect

Should leverage strengths of all existing
classifiers—composite steganalyzer

Management aspect
Should allow incremental changes
Training should be as cost effective as possible

Computational aspects
Should deliver best performance under given
computational limitations
Training can be made off-line
Feature extraction has to be on-line



Hierarchical Ensemble Classifiers
Based Construction

Achieves classifier fusion through a
boosting based approach

Provides incremental learning capability

Suitable for multi-class classification
scenario

Can be used to distinguish different types of
stego-objects from each other and cover-

objects



Construction of Hierarchical Classifier

Feature Extraction (fi,...,fN)

l

v v

-

f1

BCl e

BCB

=]

N

Class 1

1

fN f1

BCl e

BCB BC1 || BCB

Ju]

% o

Class M

BC1

BCB
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[ Final Decision ]

f1,...fN : feature vector sets associated with each
individual steganalyzer
BC1,..BCB : Base classifiers

Class 1,...Class M : Cover or Stego-classes




Data Boosting

For each class and feature

Initiali®€'equal weights to each data point

y

Normalize the weights

Drawasubseto
A

f1
(BC1)(BC2)......[

Test the verification set on the base

placefiar

Update the
weights of data

UIQL el

points
A

Combine base classifiers and
Test training set on combined classifier

Discard the last
base classifier

<:::Iizézﬁi:::>N
Y

Accept the base classifier

N

10/06/11
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Composite Classifier




Feature Boosting

Class 1

f1

Bc1 [ [ [aca |

fN

ve]
O
-
oY)
0O
@

Assign weights to each of the composite classifiers
with respect to reciprocal of their overall error.

Combine composite classifiers based on product rule
to achieve an ensemble of classifiers for each class.
Product rule is more effective while combining strong

classifiers.

Each classifier is trained as a binary classifier by one-

vs-others principal



Results with SVM as Base Classifier

-E----

Cover 0
D.Cover O 283 316 0 0 1
PQ 0 274 325 0 0 1
MB 14 0 0 586 0 0
OG 0 0 0 0 600 0
F5 0 0 0 0 0 600

* Overall performance is 83.3%
* The performance between PQ and double compressed cover is 50.67%

10/06/11



Properties

Performance Improvement: Ensemble system
result with strong classifiers

Scalability: Addition of a new steganalyzer
requires training an ensemble of classifiers

Incremental updatability: When a new batch of
data is available only new base classifiers can
be trained and added to the composite.

Ability to infer information on stego technique



Computational Cost Efficient Classifier

In online classification, testing cost is implicitly
iIncurred in feature extraction.

Acquiring feature values is computationally
expensive

Each feature has a different computational cost
A steganalyzer that ‘incrementally’ adaptively

computes features would save much testing
cost

Use as few features as possible while maintaining
a reasonable accuracy

Compute features only when they are needed



Outline of the Solution

Decision tree is a machine
learning classifier that is
naturally cost efficient

Build an ensemble of decision
trees that are cost efficient
and combined detection
accuracy is satisfying



Outline of the Solution - 2

Building optimal decision tree with respect to size, depth or
average depth is an NP hard problem
Greedy algorithms based on heuristics perform well
Most popular is C4.5 which uses information gain
Many variants of C4.5 takes feature cost into account to build cost
efficient trees
None of the heuristics take the size of tree node into account

In practice we have different cost preference or tolerance

For example, at the root node, where every instance has to tested, the
cost should be low.

But at the leaf nodes, where very few instances come, we may bear
using features with high cost and distinguishing power.



LASC: Look Ahead Suppressed Cost Tree

We propose the LASC tree with the two following
properties:

1. Suppressed Cost

2. Looking Ahead

The intuition is that the larger the node is, the more sensitive it
IS to cost; A/
The heuristic: H =
freq"C +(1 - freq”)
Al . The Information Gain
freqg: The Size of The Node

o : The Sensitivity Parameter




Boosting and Inverse Boosting

Boosting: Focus on the ‘Wrong’ part of
your decisions;

Inverse Boosting: Focus on the easy part.

However, inverse boosting with cost gives
a hew meaning, and can lead to a

cheaper classifier;



Combining

When we have a bunch of classifiers, each with
specialized accuracy at some parts of the data,
and different cost, how do we combine them?

Voting (Unit vote and Weighted vote)

Stacked Generalization iIs a common technique.
And it Is better that it does not incur
unnecessary cost



Experimental Results

« Using 11 trees: 5 boosted, 5 inverse boosted and the original one

---ﬁ-

Cover 594

D.Cover O 415 8 6 0 179
F5 0 0 600 0 0 0
OG 7 0 4 585 0 4
MB 2 0 0 0 595 3
PQ 25 219 3 2 1 350

The total accuracy: 86.92%

Average number of features used: 212, which is only 40% of all
the 533 features

10/06/11



Experimental Results

Increasing the number of trees in the meta
classifier improves accuracy on all 6 classes

However, the accuracy for discriminating PQ from
Double Compressed Cover does not exceed 65%



Pros and Cons

Improves the efficiency of Stego detection
and uses as few features as possible

Implicitly performs feature selection

Might not be as accurate as SVM from
some cases

Training would require O(n"2)
computations



Questions?



YASS: Yet Another Steganographic

Scheme
How to fool current JPEG based blind
Steganalysis Technigues:

Hide the data with high embedding strengths X

Randomize hiding
Spatial location
Transform Coefficient
Choice of Transform Domain
Even Embedding Technique



YASS for JPEG Steganography

ldea: Embed data in randomized block
locations

The blocks do not coincide with the JPEG
8x8 grid

Errors caused due to initial JIPEG
compression after embedding data

Use erasures and errors correcting codes



YASS I;mbeddin : Normal JPEG Grid

8 pixels
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YASS Embeddin

B x B block Iljlanﬁ?mizgd
Here, B=10 ock location
Biscalled “bi

block size”

10/06/11



Reduction in Embedding Rate

Wasted parts of the image
Due to choice of bigger blocks

Can reduce this wastage by putting more
than one blocks in larger bigger blocks

Eg 16 blocks in 34x34 sized block

Errors due to initial JPEG compression
Use erasures and errors correcting codes



Results



Steganalysis of YASS



Results with new Calibration



